
 

 

Computer Science Curriculum Map 2022-23 

Key Information 

Stateme
nt 
Number 

National Curriculum Statement 
 Teach Computing Taxonomy 

 
Abbreviation Strand Description 

3.1 

design, use and evaluate computational 
abstractions that model the state and 
behaviour of real-world problems and physical 
systems 

 

NW Networks 

Understand how 
networks can be 
used to retrieve and 
share information, 
and how they come 
with associated risks 

3.2 

understand several key algorithms that reflect 
computational thinking [for example, ones for 
sorting and searching]; use logical reasoning 
to compare the utility of alternative algorithms 
for the same problem  

CM 
Creating 
Media 

Select and create a 
range of media 
including text, 
images, sounds, and 
video 

3.3 

use two or more programming languages, at 
least one of which is textual, to solve a variety 
of computational problems; make appropriate 
use of data structures [for example, lists, 
tables or arrays]; design and develop modular 
programs that use procedures or functions  

DI 
Data & 
Information 

Understand how data 
is stored, organised, 
and used to 
represent real-world 
artefacts and 
scenarios 

3.4 

understand simple Boolean logic [for 
example, AND, OR and NOT] and some of its 
uses in circuits and programming; understand 
how numbers can be represented in binary, 
and be able to carry out simple operations on 
binary numbers [for example, binary addition, 
and conversion between binary and decimal]  

DD 
Design & 
Development 

Understand the 
activities involved in 
planning, creating, 
and evaluating 
computing artefacts 

3.5 

understand the hardware and software 
components that make up computer systems, 
and how they communicate with one another 
and with other systems 

 

CS 
Computing 
Systems 

Understand what a 
computer is, and how 
its constituent parts 
function together as 
a whole 

3.6 

understand how instructions are stored and 
executed within a computer system; 
understand how data of various types 
(including text, sounds and pictures) can be 
represented and manipulated digitally, in the 
form of binary digits  

IT 
Impact of 
Technology 

Understand how 
individuals, systems, 
and society as a 
whole interact with 
computer systems 

3.7 

undertake creative projects that involve 
selecting, using, and combining multiple 
applications, preferably across a range of 
devices, to achieve challenging goals, 
including collecting and analysing data and 
meeting the needs of known users  

AL Algorithms 

Be able to 
comprehend, design, 
create, and evaluate 
algorithms 

3.8 
create, re-use, revise and re-purpose digital 
artefacts for a given audience, with attention 
to trustworthiness, design and usability  

PG Programming 
Create software to 
allow computers to 
solve problems 

3.9 

understand a range of ways to use 
technology safely, respectfully, responsibly 
and securely, including protecting their online 
identity and privacy; recognise inappropriate 
content, contact and conduct and know how 
to report concerns.  

ET 
Effective Use 
of tools 

Use software tools to 
support computing 
work 

   

SS 
Safety & 
Security 

Understand risks 
when using 
technology, and how 
to protect individuals 
and systems 



 

 

Autumn 2022 
7 Topic – Collaborating Online Respectfully 

This unit has been designed to ensure that 
learners are given sufficient time to familiarise 
themselves with the school network. It also allows 
the teacher to discuss appropriate use of the 
school network, and to update and remind 
learners of important online safety issues. Whilst 
completing this unit, learners will also learn how 
to use presentation software effectively. In terms 
of online safety, this unit focuses on respecting 
others online, spotting strangers, and the effects 
of cyberbullying.  

 
Knowledge/Understanding 
• Understand the activities involved in planning, 

creating, and evaluating computing artefacts 

• Understand how individuals, systems, and 
society as a whole interact with computer 
systems 

• Understand risks when using technology, and 
how to protect individuals and systems 

• Understand a range of ways to use technology 
safely, respectfully, responsibly and securely, 
including protecting their online identity and 
privacy; recognise inappropriate content, 
contact and conduct and know how to report 
concerns. 

• Know how to create, re-use, revise and re-
purpose digital artefacts for a given audience, 
with attention to trustworthiness, design and 
usability 

 
Skills 
• To demonstrate how to log onto the computer 

system 

• To demonstrate how to create a memorable 
and secure password for an account on the 
school network. 

• To show that they can adhere to the rules of 
the computer lab 

• To demonstrate how to communicate with 
peers online. 

• To be able to construct an effective email and 
send it to the correct recipients 

• To be able to demonstrate what makes a 
respectful email. 

• To demonstrate that they can use a range of 
technology in a safe way. 

 

Topic – Networks From Semaphores To The 
Internet 
Imagine a world without computer networks, and 
how different your life would be. There would be 
no more YouTube, Google, instant messaging, 
online video gaming, Netflix, and iTunes. There 
would be no online shopping, or quickly looking 
up directions to a location at the click of a button. 
There would be no more sharing of files or 
peripherals such as a printer, and no more central 
backups of information. As networks have 
evolved, society has become increasingly reliant 
on the services that they provide. They have 
changed the way we learn, work, play, and 
communicate. This unit begins by defining a 
network and addressing the benefits of 
networking, before covering how data is 
transmitted across networks using protocols. The 
types of hardware required are explained, as is 
wired and wireless data transmission. Learners 
will develop an understanding of the terms 
‘internet’ and ‘World Wide Web’, and of the key 
services and protocols used. Practical exercises 
are included throughout to help strengthen 
understanding. 
 

Knowledge/Understanding 
• Understand what a computer is, and how its 

constituent parts function together as a 
whole 

• Understand how individuals, systems, and 
society as a whole interact with computer 
systems 

• Understand how networks can be used to 
retrieve and share information, and how they 
come with associated risks  

• Understand risks when using technology, and 
how to protect individuals and systems 

• Understand the hardware and software 
components that make up computer 
systems, and how they communicate with 
one another and with other systems 

• Know what a protocol is and provide 
examples of non-networking protocols. 

• Know how data is transmitted between 
computers across networks 

• Know how bandwidth effects the network be 
able to using appropriate unites for 
measuring the rate at which data is 
transmitted. 

• Know keywords such as protocols, packets 
and addressing 



 

 

• Know how data travels between computers 
and across the internet 

• Know the difference between the internet, its 
services, and the World Wide Web. 

• Know how services are provided over the 
internet 

• Know how the IOT can collect and share 
information about me with or without my 
knowledge 

• Know how internet-connected devices can 
affect me. 

• Know key components such as : (Servers, 
browsers, pages, HTPP and HTTPs protocols 
etc.) and how they work together. 

 
Skills 
• To be able to identify key hardware 

components which form part of a computer 
network. 

• To be demonstrate the impact bandwidth has 
on a computer network. 

• To be able to demonstrate the different 
protocols which form part of the internet. 

• To be confident in the use of Microsoft 
Teams 

8 Topics – Mobile App Development 
In a world where there’s an app for every possible 
need, this unit aims to take the learners from 
designer to project manager to developer in order 
to create their own mobile app. Using App Lab 
from code.org, learners will familiarise themselves 
with the coding environment and have an 
opportunity to build on the programming 
concepts they used in previous units before 
undertaking their project. Learners will work in 
pairs to consider the needs of the user; 
decompose the project into smaller, more 
manageable parts; use the pair programming 
approach to develop their app together; and finish 
off by evaluating the success of the project against 
the needs of the user.  
 
Knowledge/Understanding 

• Know how to recognise that events can 
control a flow of a program 

• Know what decomposition and understand 
how it can be applied to a problem. 

• Know to implement and customise a GUI to 
elements to meet the needs of the user 

• Know how to use variables and understand 
common coding errors within a block-based 
programming environment.  
 

Skills 

Topics – Developing for the Web 
In this unit, learners will explore the technologies 
that make up the internet and World Wide Web. 
Starting with an exploration of the building blocks 
of the World Wide Web, HTML, and CSS, learners 
will investigate how websites are catalogued and 
organised for effective retrieval using search 
engines. By the end of the unit, learners will have 
a functioning website. 
 
Knowledge/Understanding 
 

• Know what HTML is. 

• Know how HTML is structured to make a 
webpage 

• Understand the basic tags which affect the 
appearance of a website 

• Understand how to add an image to a 
website using HTML tags 

• Understand what CSS is and how this can be 
applied in improving the appearance of the 
website? 

• Know what a search engine is 

• Know and explain how search engines ‘crawl’ 
through the World Wide Web and how they 
select and rank results. 

• Understand the impact of search 
technologies 

 



 

 

• To demonstrate using block-based 
programming a program with a sequence of 
instructions 

• To demonstrate by implementing and 
customise GUI elements to meet the needs of 
the use. 

• To demonstrate how to use variables in an 
event driven programming environment. 

• To demonstrate how use user input in an 
event driven programming environment 

• To demonstrate how to identify and fix 
common coding errors in a block-based 
environment. 

• To identify when a problem needs to broken 
down into sub-tasks. 

• To apply decomposition to break down a large 
problem into manageable steps 

•  

Skills 

• Demonstrate how to modify HTML coding to 
improve the appearance of a web page. 

• Demonstrate HTML to improve the structure 
of the website. 

• Demonstrate the use of Cascading Style 
Sheets to enhance the appearance of the 
website. 

• Demonstrate how to use search technologies 
effectively 

• Demonstrate and analyse how search engines 
select and rank results when searches are 
made. 

• Demonstrate how to create hyperlinks to 
allow for navigation between multiple web 
pages. 

• Demonstrate how to implement navigation 
to complete a functioning website. 

9 Topics – Python Programming with Sequence of 
Data 
This unit introduces learners to how data can be 
represented and processed in sequences, such as 
lists and strings. The lessons cover a spectrum of 
operations on sequences of data, that range from 
accessing an individual element to manipulating 
the entire sequence. Great care has been taken so 
that the selection of problems used in the 
programming tasks are realistic and engaging: 
learners will process solar system planets, book 
texts, capital cities, leaked passwords, word 
dictionaries, ECG data, and more. 
A range of pedagogical tools are employed 
throughout the unit, with the most prominent 
being pair programming, live coding, and worked 
examples.  
The Year 7 and 8 Programming units are 
prerequisites for this unit. It is assumed that 
learners are already able to write Python 
programs that display messages, receive keyboard 
input, use simple arithmetic expressions, and 
control the flow of program execution through 
selection and iteration structures. 
 
Knowledge/Understanding 

• Know what variables are. 

• Know and understand how to identify 
common syntax and logical program errors. 

• Know and describe what lists are 

• Know and describe what strings are. 

• Understand selection (if) and how it controls 
the flow of program execution. 

• Understand various programming techniques 
including, lists, functions, operators, iteration 
and selection. 

Topics – Media Animations  
Films, television, computer games, advertising, 
and architecture have been revolutionised by 
computer-based 3D modelling and animation. In 
this unit learners will discover how professionals 
create 3D animations using the industry-standard 
software package, Blender.  By completing this 
unit learners will gain a greater understanding of 
how this important creative field is used to make 
the media products that we consume. Sessions 
will take learners through the basics of modelling, 
texturing, and animating; outputs will include 3D 
models, short videos, and VR. Links are made 
throughout to computer science, computational 
thinking, and the world of work. Tools and 
techniques learnt in this unit can also be used for 
3D printing. 
 
Knowledge/Understanding 

• Know how to add, delete and move objects. 

• Know how to scale and rotate objects 

• Know how to use a material to add colour to 
objects 

• Know how to add, move and delete key 
frames to make a basic animation. 

• Know how to play, pause and move through 
animation using the timeline 

• Know how to name parts of an object and 
how to join multiple objects using parenting. 

• Know how to use edit mode and extrude 

• Know how to use loop cut and face editing 

• Know how to apply different colours to 
different parts of the same model 

• Know how to use proportional editing 

• Know how to use the knife tool 

• Know how to use subdivision 



 

 

 
Skills 

• To create software to allow computers to 
solve problems 

• To demonstrate by using an IDE to write and 
execute a Python Program 

• To demonstrate how to locate and correct 
common syntax errors. 

• To demonstrate the use variables to keep 
track of information 

• To demonstrate how to trace through 
branches and loops and sketch state 

• To demonstrate how to trace through 
programs that manipulate lists. 

• To demonstrate how to create iteration in 
python using while and for loops. 

• To demonstrate the use of programming 
language features in python e.g. length, int, 
for, append, insert, pop, remove, index etc. 

• Know how to add and edit lighting 

• Know how to set up a camera 

• Know how to compare the difference 
between render modes 

• Know how to render out an animation 
 

Skills 

• To demonstrate how to manipulate, scale and 
rotate objects using appropriate material and 
colour objects by creating a snowman within 
blender. 

• To demonstrate how to create an keyframe 
animation using the a given model of a snow 
scene.  

• To demonstrate how to extrude, face select 
and add colour to different parts of an object 
by creating a rocket. 

• To demonstrate how to use the knife tool, 
face select and proportional editing in 
creating a palm tree 

• To demonstrate how to add animation, 
lighting and cameras to create an island 
including a desert island. 
 

  



 

 

GCSE SPECIFICATION OCR - J277 : https://www.ocr.org.uk/Images/558027-specification-gcse-computer-
science-j277.pdf 
 

Assessment Objectives Assessed In 

AO1 Demonstrate knowledge and understanding of the key concepts 
and principles of Computer Science. 

Paper 1 & 2 

AO2 Apply knowledge and understanding of key concepts and 
principles of Computer Science. 

Paper 1 & 2 

AO3 Analyse problems in computational terms: 
• to make reasoned judgements 
• to design, program, evaluate and refine solutions. 

Paper 2 

 

10 Topic 1.1 System Architecture 
Overview: 
This is a short introductory unit; it begins by 
looking at the various components of the CPU used 
in the Von Neumann architecture. 
Subsequent lessons build on the fundamentals 
covered at KS3 on understanding computers 
concentrating on RAM, ROM, cache and the 
need for virtual memory. The unit concludes by 
examining different types of embedded system 
and how computers require input, processing and 
output in order to function. 
 
Knowledge/Understanding 

• Understand the purpose of the CPU through 
the fetch – execute cycle 

• Explain the role and operation of the following 
CPU registers used in Von Neumann 
architecture: 
- MAR (Memory Address Register), 
- MDR (Memory Data Register), 
- Program Counter, 
- Accumulator 

• Describe common CPU components and their 
function: 

• ALU (Arithmetic Logic Unit), CU (Control Unit), 
Cache 

• Explain the function of the CPU as fetch and 
execute instructions stored in memory 

• Describe how common characteristics of CPUs 
affect their performance: clock speed, cache 
size, number of cores 

• Explain the purpose and give examples of 
embedded systems 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

Topics 1.2 – Memory and Storage 
Overview 
This unit begins at looking at primary and 
secondary storage. The unit explores the different 
types of memory and what characteristics they 
possess. Within this unit learners identify the best 
types of memory for a given scenario.  Students 
then develop skills in conversion of integers from 
denary to binary, simple binary addition, overflow 
and shifts. Check digits, the use of hexadecimal 
numbers and the binary representation 
of characters are also covered. Representation of 
images and sound, 
and compression techniques are covered in the 
final three lessons. 
 
Knowledge/Understanding 

• Describe the difference between RAM and 
ROM 

• Describe the purpose RAM and ROM in a 
computer system 

• Explain the need for virtual memory 

• Describe flash memory 

• Discuss the need for secondary storage 
including optical, magnetic and solid-state 
storage 

• Discuss data capacity of storage devices and 
Calculate data capacity requirements 

• Evaluate suitable storage devices and 
storage media for a given application using 
the following characteristics: capacity, speed, 
portability, durability, reliability, cost 

• The units of data storage: Bit, Nibble (4 bits), 
Byte (8 bits), Kilobyte (1,000 bytes or 1 KB), 
Megabyte (1,000 KB), Gigabyte (1,000 MB), 
Terabyte (1,000 GB), Petabyte (1,000 TB) 

• How data needs to be converted into a 
binary format to be processed by a computer 

• Data capacity and calculation of data 
capacity requirements. 

Numbers 

https://www.ocr.org.uk/Images/558027-specification-gcse-computer-science-j277.pdf
https://www.ocr.org.uk/Images/558027-specification-gcse-computer-science-j277.pdf


 

 

• Algorithms - developing a step-by-step solution 
to the problem, or the rules to follow to solve 
the problem 

• How to convert positive denary whole 
numbers to binary numbers (up to and 
including 8 bits) and vice versa 

• How to add two binary integers together (up 
to and including 8 bits) and explain overflow 
errors which may occur 

• How to convert positive denary whole 
numbers into 2-digit hexadecimal numbers 
and vice versa 

• How to convert binary integers to their 
hexadecimal equivalents and vice versa 

• Binary shifts 
Characters 

• The use of binary codes to represent 
characters 

• The term ‘character set’ 

• The relationship between the number of bits 
per character in a character set, and the 
number of characters which can be 
represented, e.g. ASCII, Unicode 

Images 

• How an image is represented as a series of 
pixels, represented in binary 

• Metadata 

• The effect of colour depth and resolution on:  
- The quality of the image 
- The size of an image file 

Sound 

• How sound can be sampled and stored in 
digital form  

• The effect of sample rate, duration and bit 
depth on the playback quality the size of a 
sound file 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

11 Topic 2.1 Algorithms 
Overview 
The first lesson introduces the concepts of 
computational thinking; abstraction, 
decomposition and algorithmic thinking. Lessons 
on searching and sorting algorithms are followed 
by those focusing on developing algorithms using 
flow diagrams and pseudocode. 
 

Topic 2.4 Boolean Logic 
Overview 
It begins with Boolean logic diagrams and truth 
tables. Students will learn the 3 logic gates 
relevant at GCSE level.  These are AND,NOT and 
OR.  With learning these gates they will develop 
knowledge of computer logic and Truth Tables 
 
Knowledge/Understanding 



 

 

Knowledge/Understanding 

• Know and Understanding the principles of 
computation thinking for example: 
abstraction, decomposition and algorithmic 
thinking. 

• Know and identify the inputs, processes and 
outputs for a problem. 

• Know how to create structure diagrams for a 
given problem. 

• Know Create, interpret, correct, complete, and 
refine algorithms using: 

o Pseudocode 
o Flowcharts 
o Reference language/high-level 
programming language 

• Understand how to identify common errors 
and complete trace tables. 

• Understand and know how to complete a 
binary search and linear search. 

• Understand sorting algorithms including 
bubble, merge and insertion sort. 

• Understand any pre-requisites of an algorithm 
 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

 

• Knowledge of the truth tables for each logic 
gate including each gate symbol. 

• Understanding of how to create, complete or 
edit logic diagrams and truth tables for given 
scenarios 

• Know and have the ability to work with more 
than one gate in a logic diagram 

 
 
 
 
 
 
 
 
 
 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

 

 

 

  



 

 

Spring 2023 
7 Topic – Gaining Support for a cause 

During this unit, learners develop their 
understanding of information technology and 
digital literacy skills. They will use the skills learnt 
across the unit to create a blog post about a real-
world cause that they would like to gain support 
for. Learners will develop software formatting 
skills and explore concerns surrounding the use of 
other people’s work, including licensing and legal 
issues. 

 
Knowledge/Understanding 
• Know the most appropriate software to use to 

complete a task. 

• Know the key features of a word processor. 

• Understand formatting techniques and why 
we need to format documents. 

• Understand the different types of licensing 
issues involving online content and how we 
can apply appropriate Creative Common 
licences. 

• Understand the activities involved in planning, 
creating, and evaluating computing artefacts 

• Use software tools to support computing work 

• Understand how individuals, systems, and 
society as a whole interact with computer 
systems 

 
Skills 
• To show they can select the best software for 

a given task. 

• To demonstrate that they are able to use key 
features of a word processor to format a word 
document 

• To be able to demonstrate that they can select 
and create a range of media including text, 
images, sounds, and video. 

• To demonstrate an understanding of Creative 
Commons by applying appropriate citation 
and paraphrasing to their work. 

• To demonstrate whether or not a source is 
credible. 

• To demonstrate the ability to evaluate online 
sources used in their own work in applying 
referencing techniques and understand the 
concept of plagiarism. 

• To construct a blog using appropriate software 
which layout will be designed for a suitable 
audience. 

Topic – Programming I 
This unit is the first programming unit of KS3. The 
aim of this unit and the following unit 
(‘programming 2’) is to build learners’ confidence 
and knowledge of the key programming 
constructs. Importantly, this unit does not 
assume any previous programming experience, 
but it does offer learners the opportunity to 
expand on their knowledge throughout the unit. 
 

Knowledge/Understanding 
• Understand how humans and computers 

understand and carry out instructions. 

• Understand that computer follow the control 
flow of input/process/output 

• To know and understand the purpose of 
variables within a computer program. 

• Understand several key algorithms that 
reflect computational thinking [for example, 
ones for sorting and searching]; use logical 
reasoning to compare the utility of 
alternative algorithms for the same problem  

• Know different create expressions that use 
arithmetic operators (+-*/) 

• Know and be able to define a condition as an 
expression that will be evaluated as either 
true or false. 

• Know and be able to define iteration as group 
of instructions that are repeatedly executed. 

• Understand and know the need for iteration. 

• Understand the activities involved in 
planning, creating, and evaluating computing 
artefacts. 

• Understand and define a subroutine as a 
group of instructions that will run when 
called by the main program or other 
subroutines. 

• Understand and know the needs for lists and 
understand that a list is a collection of related 
elements that are referred to by a single 
variable name and know when lists can be 
used in a program. 

 
Skills 
• To demonstrate that a sequence as 

instructions preformed in order, with each 
executed in turn. 

• To be show the ability to modify a sequence. 

• To show how to define a variable as a name 
that refers to data being held by the 
computer. 



 

 

• To show an understanding of basic sequences 
within programs in predicting the outcome. 

• To demonstrate the ability to design a 
sequence which includes variables (writing an 
algorithm) 

• To demonstrate how to include comparison 
operators, logic operators in creating 
programs which use selection to control the 
flow of a sequence. 

• To demonstrate where selection statements 
can be used within a program and how a 
program can be modified to include 
selection. 

• To demonstrate, identify, implement where 
condition-controlled iteration/count-
controlled iteration can be used in a program. 

• To perform decomposition for a given task, 
by breaking the problem down into smaller, 
more manageable subproblems 

• Demonstrate how subroutines can be used 
for decomposition. 

• Demonstrate constructions learnt throughout 
these units to solve a problem. 

8 Topics – Representations From Clay To Silicon 
This unit conveys essential knowledge relating to 
binary representations. The activities gradually 
introduce learners to binary digits and how they 
can be used to represent text and numbers. The 
concepts are linked to practical applications and 
problems that the learners are familiar with. 
 
Knowledge/Understanding 

• Know different examples of representations 
which are appropriate for different task 

• Know that representations of are used to 
store, used to store, communicate, and 
process information.com 

• Know how symbols are carried on physical 
media. E.g. Morse code, braille  

• Understand that characters can be 
represented as sequences of other symbols. 

• Understand and describe how characters are 
represented as sequences 

• Understand that binary digits represent all 
information that is stored, transmitted, and 
processed by computers. 

 
 
Skills 

• To demonstrate how to measure the size of a 
representation as the number of symbols that 
it contains. 

• To demonstrate how to convert a decimal 
number to binary and vice versa. 

Topics – Vector Graphics  
This unit offers students the opportunity to 
design graphics using vector graphic editing 
software. The lessons are tailored to Inkscape 
(inkscape.org), which is open source and cross-
platform, but the resources should be readily 
adaptable to any vector graphics editor. 
Vector graphics can be used to design anything 
from logos and icons to posters, board games, 
and complex illustrations. Through this unit, 
students will be able to better understand the 
processes involved in creating such graphics and 
will be provided with the knowledge and tools to 
create their own. 
One of the most interesting and challenging 
aspects of creating vector graphics is their 
unlikely link to computational thinking. Creating a 
complex design is a multi-step process that starts 
with elementary shapes and involves combining 
them into more intricate ones using operations 
such as union, difference, and intersection. There 
are usually multiple paths to achieving the goal 
and the process involves decomposition, 
evaluation, and plenty of inventiveness!  
 
Knowledge/Understanding 

• Know and understand how to use the 
inkscape software to select create and 
manipulate different vector images. 



 

 

• To demonstrate how to convert between 
different units of representation size. 

To demonstrate how to calculate the file size of a 
given artefact. 

• Understand the activities involved in 
planning, creating, and evaluating computing 
artefacts 

• Understand how data is stored, organised, 
and used to represent real-world artefacts 
and scenarios 

 
Skills 

• To be able to use software tools to support 
computing work (Inkscape App) 

• To demonstrate the ability to draw basic 
shapes with different properties within 
Inkscape. 

• To demonstrate the ability to manipulate 
both individual and groups of objects. 

• To demonstrate how to combine paths, 
covert objects to paths, draw and edit paths 
within Inkscape software 

• To demonstrate the ability to combine 
multiple tools and techniques to create a 
vector graphic design. 

9 Topics – Data Science 
In this unit, learners will be introduced to data 
science, and by the end of the unit they will be 
empowered by knowing how to use data to 
investigate problems and make changes to the 
world around them. Learners will be exposed to 
both global and local data sets and gain an 
understanding of how visualising data can help 
with the process of identifying patterns and 
trends. Towards the end of the unit, the learners 
will go through the steps of the investigative cycle 
to try to solve a problem in the school using data.  
 
Knowledge/Understanding 

• Know what the term Data Science means 

• Know and understand how visualising data can 
help us identify patterns and trends 

• Know how to recognise examples of where 
large data sets are used in daily life. 

• Understand what the terms ‘correlation’ and 
‘outliers’ in relation to data trends 

• Know and understand the steps of the 
investigative cycle 

 
Skills 

• Demonstrate using various software to 
visualise data sets and look for patterns or 
trends 

• Demonstrate how to select criteria and use 
data sets to investigate predictions 

• Demonstrate how to solve problems by 
implementing steps of the investigative cycle. 

Topics – Representations: going audio visual 
In this unit, learners will focus on digital media 
such as images and sounds, and discover the 
binary digits that lie beneath these types of 
media.  

Just like in the previous unit, where learners 

examined characters and numbers, the ideas that 

learners need to understand are not really new to 

them. You will draw on familiar examples of 

composing images out of individual elements, 

mixing elementary colours to produce new ones, 

and taking samples of analogue signals, to 

illustrate these ideas and bring them together in 

a coherent narrative. 

This unit also has a significant practical aspect. 

Learners will use relevant software (GIMP and 

Audacity, in this case) to manipulate images and 

sounds and get an idea of how the underlying 

principles of digital representations are applied in 

real settings. 

This unit builds on the material from the Year 8 

unit, ‘Representations: from clay to silicon’. 

 
Knowledge/Understanding 

• Know how digital images are composed out 
of individual elements 

• Know that colour of each picture element is 
representing using a sequence of bits 

• Know what key terms such as ‘pixels’ , 
‘resolution’ and ‘colour depth’ 



 

 

• Demonstrate the understanding of data by 
using these findings to support a 
recommendation for a given scenario. 

• Demonstrate the ability to draw conclusions 
and report findings through the understanding 
of data. 

• Know and understand how colour can be 
represented as a mixture of red, green, and 
blue. [+]  

• Know how an image can be represented as a 
sequence of bits. 

• Know and understand how the manipulation 
of digital images amounts to arithmetic 
operations. 

• Know what is ‘compression’ and describe 
why it is necessary.  

• Know and understand the trade-off between 
size and perceived quality for digital images. 

• Know that a sound is a wave. 

• Know and understand the function of 
microphones and speakers. [+] 

• Know key terms such as ‘sample’, ‘sampling 
rate’, and ‘sample size’. 

• Know how sound can be represented as a 
sequence of bits. 

• Know and understand the trade-off between 
size and perceived quality for digital sound. 

 
Skills 

• Demonstrate how to calculate the 
representation size of a (bitmap) digital 
image. 

• Demonstrate how to calculate the 
representation size of a (PCM-coded) digital 
sound. 

• Demonstrate using software how to perform 
basic image editing tasks and combine them 
to solve problems. 

• Demonstrate the creative benefits and 
ethical drawbacks of digital manipulation.  

• Demonstrate using software to perform basic 
sound editing tasks and combine them to 
solve problems. 
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Assessment Objectives Assessed In 
AO1 Demonstrate knowledge and understanding of the key concepts 

and principles of Computer Science. 
Paper 1 & 2 

AO2 Apply knowledge and understanding of key concepts and 
principles of Computer Science. 

Paper 1 & 2 

AO3 Analyse problems in computational terms: 
• to make reasoned judgements 
• to design, program, evaluate and refine solutions. 

Paper 2 

 

10 Topic 1.3 – Computer networks, connections and 
protocols 
Overview 
Within this unit learners the different type of 
networks, network topologies.  Learners explore 
the advantages and disadvantages of the networks 
and understand the protocols which are linked 
with networks.  Learners develop their 
understanding of the cloud and the 
benefits/drawbacks of cloud computing.  
 
Knowledge/Understanding 

• Know the characteristics of LANs and WANs 
including common examples of each 

• Understanding of different factors that can 
affect the performance of a network, e.g.: 
- Number of devices connected 
- Bandwidth 

• Know the tasks performed by each piece of 
hardware related to networks 

• Understand the concept of the Internet as a 
network of computer networks 

• Know and understand that the Domain Name 
Service (DNS) is made up of multiple Domain 
Name Servers. 

• Know a DNS’s role in the conversion of a URL 
to an IP address 

• Know the concept of servers providing 
services (e.g. Web server " Web pages, File 
server " file storage/retrieval) 

• Know the concept of clients requesting/using 
services from a server 

• Understand the Cloud: remote service 
provision (e.g. storage, software, processing) 

• Know the advantages and disadvantages of 
the Cloud 

• Know advantages and disadvantages of the 
Star and Mesh topologies 

• Describe and apply understanding of networks 
to a given scenario 

• Compare benefits and drawbacks of wired 
versus wireless connection  

Topics 1.4 – Network Security 
Overview 
Within the unit student explore different types of 
network attacks identifying the best solution to 
reduce these threats.  Learners gain knowledge of 
these attacks and the different ways that these 
works. 
 
Knowledge/Understanding 

• Know the threats posed to devices/systems 

• Have knowledge and understand the 
principles of each form of attack including: 

• How the attack is used 

• The purpose of the attack 

• Understanding of how to limit the threats 
posed in the knowledge of different attacks. 

• Understanding of methods to remove 
vulnerabilities 

• Have knowledge and understand the 
principles of each prevention method: 

• Know what each prevention method may 
limit/prevent 

• Know how it limits the attack 
 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to 
follow to solve the problem 
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• Recommend one or more connections for a 
given scenario  

• Know and understand the principle of 
encryption to secure data across network 
connections  

• Understand IP addressing and the format of an 
IP address (IPv4 and IPv6)  

• Know a MAC address is assigned to devices; its 
use within a network  

• Understand the principle of a standard to 
provide rules for areas of computing  

• Know standards allows hardware/software to 
interact across different 
manufacturers/producers  

• Understand the principle of a 
(communication) protocol as a set of rules for 
transferring data  

• Know that different types of protocols are 
used for different purposes  

• Know the basic principles of each protocol i.e. 
its purpose and key features  

• Understand how layers are used in protocols, 
and the benefits of using layers; e.g. the 4-
layer TCP/IP model 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step solution 
to the problem, or the rules to follow to solve 
the problem 

11 Topics 2.2 Programming Fundamentals 
Overview 
The first two lessons focus on data types and 
arithmetic operations. Followed by an introduction 
to sequence, selection and iteration. Subsequent 
lessons discuss arrays, procedures and functions. 
The final lesson is on records and reading from and 
writing to a text file.  Students will be given the 
opportunity to undertake various programming 
task. The specification for the programming tasks 
will allow them to develop skills within the 
following areas when programming: • Design • 
Write • Test • Refine 
 
Knowledge/Understanding 

• Understand and know the programming 
fundamentals in a high-level language within 
the classroom 

Topics 2.3 Producing Robust Programs 
Overview  
Within this unit students students practise writing 
and coding algorithms, which incorporate 
defensive design. Different types of error, and 
how to detect them in a program code, is 
described, along with testing and creating a test 
plan. The unit concludes by looking at the 
classification of programming languages and the 
different types of translator used with high- and 
low-level languages. 
 
Knowledge/Understanding 

• Understanding of the issues a programmer 
should consider to ensure that a program 
caters for all likely input values 



 

 

• Know and recognise and use the following 
operators: 

 
• Know and have the ability to choose suitable 

data types for data in a given scenario 

• Understand that data types may be 
temporarily changed through casting, and 
where this may be useful 

• Know how to and have the ability to 
manipulate strings, including: 

• Concatenation 

• Slicing 

• Know arrays as fixed length or static structures 

• Understand the use of 2D arrays to emulate 
database tables of a collection of fields, and 
records 

• Understand and know the use of functions and 
procedures effectively 

• Know the use of the following within functions 
and procedures: 

• local variables/constants 

• global variables/constants 

• arrays (passing and returning) 

• Know how to use SQL commands: 

• SELECT 

• FROM 

• WHERE 

• Know how to create and use random numbers 
in a program 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

• Understanding of how to deal with invalid 
data in a program authentication to confirm 
the identity of a user 

• Know how to design input validation and 
simple authentication (e.g. username and 
password) 

• Understand why commenting is useful and 
apply this appropriately 

• Know the difference between testing modules 
of a program during development and testing 
the program at the end of production 

• Know how to identify syntax errors as errors 
which break the grammatical rules of the 
programming language and stop it from being 
run/translated. 

• Know different logic errors as errors which 
produce unexpected output  

• Know and understand normal test data as data 
which should be accepted by a program 
without causing errors 

• Know and understand boundary test data as 
data of the correct type which is on the very 
edge of being valid 

• Know and understand invalid test data as data 
of the correct data type which should be 
rejected by a computer system 

• Know and understand Erroneous test data as 
data of the incorrect data type which should 
be rejected by a computer system 

• Know and have the ability to identify suitable 
test data for a given scenario 

• Know and have the ability to create/complete 
a test plan 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

 
Topic 2.5 – Programming Languages and 
Integrated Development Environments 
 
Knowledge/Understanding 

• Know the differences between high- and low-
level programming languages 

• Know the need for translators 



 

 

• Know the differences, benefits and drawbacks 
of using a compiler or an interpreter 

• Know the tools that an IDE provides and how 
each of the tools and facilities listed can be 
used to help a programmer develop a program 

• Know how to use a range of these tools within 
at least one IDE 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

 

  



 

 

Summer 2023 
7 Topic – Programming II 

Programming II follows on from the foundations 
built in ‘Programming I’. It is vital that learners 
complete ‘Programming I’ before beginning this 
unit.  
 
This unit begins right where ‘Programming I’ left 
off. Learners will build on their understanding of 
the control structures’ sequence, selection, and 
iteration (the big three), and develop their 
problem-solving skills. Learners will learn how to 
create their own subroutines, develop their 
understanding of decomposition, learn how to 
create and use lists, and build upon their problem-
solving skills by working through a larger project at 
the end of the unit.  

 
Knowledge/Understanding 
• Understand how humans and computers 

understand and carry out instructions. 

• Understand that computer follow the control 
flow of input/process/output 

• To know and understand the purpose of 
variables within a computer program. 

• Understand several key algorithms that reflect 
computational thinking [for example, ones for 
sorting and searching]; use logical reasoning 
to compare the utility of alternative 
algorithms for the same problem  

• Know different create expressions that use 
arithmetic operators (+-*/) 

• Know and be able to define a condition as an 
expression that will be evaluated as either 
true or false. 

• Know and be able to define iteration as group 
of instructions that are repeatedly executed. 

• Understand and know the need for iteration. 

• Understand the activities involved in planning, 
creating, and evaluating computing artefacts. 

• Understand and define a subroutine as a 
group of instructions that will run when called 
by the main program or other subroutines. 

• Understand and know the needs for lists and 
understand that a list is a collection of related 
elements that are referred to by a single 
variable name and know when lists can be 
used in a program. 

 
Skills 
• To demonstrate that a sequence as 

instructions preformed in order, with each 
executed in turn. 

Topic – Modelling Data Spreadsheet 
The spreadsheet unit for Year 7 takes learners 
from having very little knowledge of 
spreadsheets to being able to confidently model 
data with a spreadsheet. The unit uses engaging 
activities to progress learners from using basic 
formulas to writing their own COUNTIF 
statements. This unit will give learners a good set 
of skills that they can use in computing lessons 
and in other subject areas.  
 

Knowledge/Understanding 
• Understand how data is stored, organised, 

and used to represent real-world artefacts 
and scenarios 

• Know the features of a spreadsheet 

• Understand and know basic formulas and 
mathematical operators. 

• Know the functions of SUM, COUNTA, MAX, 
MIN and AVERAGE in a spreadsheet. 

• Know how to create charts within a 
spreadsheet. 

• Know how to use conditional formatting, 
functions and basic features of a 
spreadsheet. 

• Know and understand the difference 
between data and information 

• Know and understand the difference 
between primary and secondary sources of 
data. 

 
Skills 

• To demonstrate design, use and evaluate 
computational abstractions that model the 
state and behaviour of real-world problems 
and physical systems 

• To demonstrate using formatting techniques 
in a spreadsheet.  

• To demonstrate the use of basic formulas and 
calculations within a spreadsheet 

• To demonstrate the ability to create 
appropriate charts in a spreadsheet. 

• To demonstrate to use of conditional 
formatting in a spreadsheet 

• To perform a sort and filter tasks within a 
spreadsheet 



 

 

• To be show the ability to modify a sequence. 

• To show how to define a variable as a name 
that refers to data being held by the 
computer. 

• To show an understanding of basic sequences 
within programs in predicting the outcome. 

• To demonstrate the ability to design a 
sequence which includes variables (writing an 
algorithm) 

• To demonstrate how to include comparison 
operators, logic operators in creating 
programs which use selection to control the 
flow of a sequence. 

• To demonstrate where selection statements 
can be used within a program and how a 
program can be modified to include selection. 

• To demonstrate, identify, implement where 
condition-controlled iteration/count-
controlled iteration can be used in a program. 

• To perform decomposition for a given task, by 
breaking the problem down into smaller, more 
manageable subproblems 

• Demonstrate how subroutines can be used for 
decomposition. 

• Demonstrate constructions learnt throughout 
these units to solve a problem. 

8 Topics – Computer Systems 
This unit takes learners on a tour through the 
different layers of computing systems: from 
programs and the operating system, to the 
physical components that store and execute these 
programs, to the fundamental binary building 
blocks that these components consist of.  
The aim is to provide a concise overview of how 
computing systems operate, conveying the 
essentials and abstracting away the technical 
details that might confuse or put off learners. 
The last lessons cover two interesting 
contemporary topics: artificial intelligence and 
open source software. These are linked back to 
the content of the unit, helping learners to both 
broaden their knowledge and focus on the topics 
addressed in the unit.  
The unit assumes no prior knowledge. There are, 
however, links to the ‘Representations’ units 
taught in Years 8 and 9 and the ‘Networks’ units 
taught in Years 7 and 8. 
 
Knowledge/Understanding 

• Know that a program is a sequence of 
instructions  

• Know that program instructions specific 
operations that are to be performed on data 

Topics – Intro to Programming 
This unit introduces learners to text-based 
programming with Python. The lessons form a 
journey that starts with simple programs 
involving input and output, and gradually moves 
on through arithmetic operations, randomness, 
selection, and iteration. Emphasis is placed on 
tackling common misconceptions and elucidating 
the mechanics of program execution.  
A range of pedagogical tools is employed 
throughout the unit, with the most prominent 
being pair programming, live coding, and worked 
examples.  
The Year 7 Programming units (Scratch Essentials 
I and Scratch Essentials II) are a prerequisite for 
this unit. 
 
Knowledge/Understanding 
• Understand how humans and computers  
understand and carry out instructions. 
• Understand that computer follow the control 

flow of input/process/output 
• To know and understand the purpose of 

variables within a computer program. 
• Understand several key algorithms that 

reflect computational thinking [for example, 
ones for sorting and searching]; use logical 



 

 

• Understand that a general-purpose computer 
system is a device for executing programs 

• Know the difference between a general-
purpose computing system and a purpose-
built device. 

• Know and understand the function of the 
hardware components used in computing 
systems. 

• Know how hardware components work 
together in order to execute programs 

• Know that all computer systems, regardless of 
form, have a similar architecture 

• Know a broad definition of ‘operating 
systems’ 

• Know the three NOT, AND and OR logical 
operators. 

• Know how to associate logic circuits with 
logical operators and expressions 

• Know how hardware is built out of 
increasingly complex logic circuits. 

• Know that data and instructions alike need to 
be represented using binary digits. 

• Understand a broad definition of ‘artificial 
intelligence’ 

• Know examples of artificial intelligence in the 
real world 

• Understand a broad definition of ‘machine 
learning’ 

• Understand and know how to associate the 
use of artificial intelligence with moral 
dilemmas 

• Understand how machine learning differs 
from traditional programming 

• Understand the steps involved in training 
machines to perform tasks. 
 

Skills 

• Demonstrate how hardware components 
work together in order to execute programs 

• Demonstrate the role of an operating system 
in controlling program execution 

• Demonstrate using logic gates how to 
construct simple logic circuits. 
 

reasoning to compare the utility of alternative 
algorithms for the same problem  

• Know different create expressions that use 
arithmetic operators (+-*/) 

• Know and be able to define a condition as an 
expression that will be evaluated as either 
true or false. 

• Know and be able to define iteration as group 
of instructions that are repeatedly executed. 

• Understand and know the need for iteration. 
• Understand the activities involved in planning, 

creating, and evaluating computing artefacts. 
• Understand and define a subroutine as a 

group of instructions that will run when called 
by the main program or other subroutines. 

• Understand and know the needs for lists and 
understand that a list is a collection of related 
elements that are referred to by a single 
variable name and know when lists can be 
used in a program. 

 
Skills 
• To demonstrate that a sequence as 

instructions preformed in order, with each 
executed in turn. 

• To be show the ability to modify a sequence. 
• To show how to define a variable as a name 

that refers to data being held by the 
computer. 

• To show an understanding of basic sequences 
within programs in predicting the outcome. 

• To demonstrate the ability to design a 
sequence which includes variables (writing an 
algorithm) 

• To demonstrate how to include comparison 
operators, logic operators in creating 
programs which use selection to control the 
flow of a sequence. 

• To demonstrate where selection statements 
can be used within a program and how a 
program can be modified to include selection. 

• To demonstrate, identify, implement where 
condition-controlled iteration/count-
controlled iteration can be used in a program. 

• To perform decomposition for a given task, by 
breaking the problem down into smaller, 
more manageable subproblems 

• Demonstrate how subroutines can be used 
for decomposition. 

• Demonstrate constructions learnt throughout 
these units to solve a problem. 

9 Topics – Cyber Security 
This unit takes the learners on an eye-opening 
journey of discovery about techniques used by 
cybercriminals to steal data, disrupt systems, and 

Topics – Physical Computing 
This unit applies and enhances the learners’ 
programming skills in a new engaging context: 
physical computing, using the BBC micro:bit. 



 

 

infiltrate networks. The learners will start by 
considering the value of their data to 
organisations and what they might use it for. They 
will then look at social engineering techniques 
used by cybercriminals to try to trick users into 
giving away their personal data. The unit will look 
at the more common cybercrimes such as hacking, 
DDoS attacks, and malware, as well as looking at 
methods to protect ourselves and our networks 
against these attacks.  
 
Knowledge/Understanding 

• Understand the difference between data and 
information. 

• Know and understand the need for the Data 
Protection Act 

• Know how to recognise how human errors 
pose security risks to data 

• Know and understand hacking in the context 
of cybersecurity 

• Know and understand how a DDoS attack can 
impact users of online services 

• Know and understand the need for the 
Computer Misuse Act 

• Know the common malware threats 

• Understand how malicious bots can have an 
impact on societal issues 

• Understand how different types of malware 
cause problems for computer systems 

• Understand how networks can be protected 
from common security threats 

 
Skills 

• Demonstrate what happens to data entered 
online. 

• Demonstrate how to critique online services in 
relation to data privacy 

• Demonstrate and implement strategies to 
minimise the risk of data being compromised 
through human error 

• Demonstrate and identify strategies to reduce 
the chance of a brute force attack being 
successful 

• Demonstrate through security threats against 
their probability and potential impact on 
organisations 

• Demonstrate and identify the most effective 
methods to prevent cyberattacks 

In the first half of the unit, learners will get 
acquainted with the host of components built 
into the micro:bit, and write simple programs 
that use these components to interact with the 
physical world. In the process, they will refresh 
their Python programming skills and encounter a 
range of programming patterns that arise 
frequently in physical computing applications.  
In the second half, learners will work in pairs to 
build a physical computing project. They will be 
required to select and design their project 
purposefully, apply what they have learnt by 
building a prototype, and keep a structured diary 
throughout the process. 
The Year 8 and 9 programming units are 
prerequisites for this unit. It is assumed that 
learners are already able to write Python 
programs that use variables and data structures 
to keep track of information. They are also 
expected to be able to combine sequence, 
selection, iteration, and function/method calls to 
control the flow of program execution. 
 
Knowledge/Understanding 

• Understand how to use an IDE to write and 
execute a Python program 

• Understand how to locate and correct 
common syntax errors. 

• Understand what a micro:bit is 

• Know the different built-in components for 
output and input 

• Know how to select hardware components 
that are fit for purpose. 
 

Skills 

• Demonstrate through programming variables 
and data structures to keep track of 
information. 

• Demonstrate through programming selection 
and iteration to control program execution 
flow.  

• Demonstrate how to write programs that use 
the micro:bit’s built-in input and output 
devices.  

• Demonstrate how to write programs that use 
the GPIO pins for input and output. 

• Demonstrate how to write programs that 
exchange messages wirelessly. 

• Demonstrate how to combine components 
to solve meaningful problems.  

• Demonstrate how to Design a physical 
computing artefact purposefully. 

• Demonstrate how to decompose the 
functions of a physical computing system. 



 

 

• Demonstrate how to implement the design 
of a physical computing project. 

• Demonstrate how to test, revise, and refine 
the design of a project. 
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Assessment Objectives Assessed In 

AO1 Demonstrate knowledge and understanding of the key concepts 
and principles of Computer Science. 

Paper 1 & 2 

AO2 Apply knowledge and understanding of key concepts and 
principles of Computer Science. 

Paper 1 & 2 

AO3 Analyse problems in computational terms: 
• to make reasoned judgements 
• to design, program, evaluate and refine solutions. 

Paper 2 

 

10 Topic 1.5 – Systems Software 
Overview 
This is a theoretical unit which learners identify 
different types of operating systems and their 
functions.  Learners develop knowledge and 
understanding of utility software. 
 
Knowledge/Understanding 

• Know what each function of an operating 
system does 

• Know the different features of a user interface 

• Understand memory management, e.g. the 
transfer of data between memory, and how 
this allows for multitasking 

• Understand that: 
- Data is transferred between devices and 

the processor 
- This process needs to be managed 

• Understand user management functions, e.g.: 
- Allocation of an account 
- Access rights 
- Security, etc. 

• Understand file management, and the key 
features, e.g.: 
- Naming 
- Allocating to folders 
- Moving files 
- Saving, etc. 

 

• Understand that computers often come with 
utility software, and how this performs 
housekeeping tasks 

• Know the purpose of the identified utility 
software and why it is required 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

Topics 1.6 – Ethical, Legal, Cultural and 
Environmental impacts of digital technology 
Overview 
The unit investigates different computer 
technologies and applications and the ethical, 
environmental and legal considerations 
surrounding them. 
 
Knowledge/Understanding 

• Know technology introduces ethical, legal, 
cultural, environmental and privacy issues 

• Knowledge of a variety of examples of digital 
technology and how this impacts on society 

• Have an ability to discuss the impact of 
technology based around the issues listed 

• Know The purpose of each piece of legislation 
and the specific actions it allows or prohibits 

• Know the need to license software and the 
purpose of a software licence 

• Know features of open source (providing 
access to the source code and the ability to 
change the software) 

• Know features of proprietary (no access to the 
source code, purchased commonly as off-the-
shelf) 

• Know and recommend a type of licence for a 
given scenario including benefits and 
drawbacks 

 
Skills 

• Decomposition - breaking down complex 
problem or system into smaller, more 
manageable parts 

• Pattern recognition - looking for similarities 
among and within problems 

• Abstraction - focusing on the important 
information only, ignoring irrelevant detail 

• Algorithms - developing a step-by-step 
solution to the problem, or the rules to 
follow to solve the problem 
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• Algorithms - developing a step-by-step 
solution to the problem, or the rules to follow 
to solve the problem 

11 Topics 
Revision – Paper 1 and Paper 2 
The focus of this final half-term is revision and 
exam preparation. Guided by data, from previous 
summative assessments, ‘tricky’ topics will be 
interleaved into a coherent revision plan. Students 
will have multiple opportunities to complete past 
papers and receive feedback. 
 
Knowledge and Understanding 
At the end of this Unit all students should be able 
to: 
• Understand how to revise effectively 
• Produce a realistic revision plan 
• Vary their revision with a variety of different 

activities 
• Be familiar with the exam-board specification 

and identify areas of weakness 
• Analyse past exam questions and mark 

schemes to gain an understanding of 
assessment expectations 

• Reflect on teacher feedback and act upon it 
• Be aware and practise good exam techniques 
 
Assessment Objective 
AO1 Demonstrate knowledge and understanding of 
the key concepts and principles of Computer 
Science. 
 
AO2 Apply knowledge and understanding of key 
concepts and principles of Computer Science. 
 
AO3 Analyse problems in computational terms: 

• to make reasoned judgements 
• to design, program, evaluate and refine 
solutions. 

 

 

 


